PALIDIN Mobile App

ID Document Authentication & Facial Liveness

ID DOCUMENT
CHECK

Photo of ID is taken by the client
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ID is crosschecked in database
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IDENTITY FACIAL MATCH
b Selfie is taken by customer
V E R I F I E D — "Liveness" check is performed
Image is compared to photo ID
IN A FEW EASY STEPS

IDENTITY

° AUTHENTICATED
i Results are given instantly and sent

V only to your business
Pass Result = Good to Go

PALIDIN Mobile allows you to authenticate

government documents without the need

of a desktop computer or document reader

Fail Result = Fraud Prevented

scanner. Simply use your mobile device
(smartphone or tablet).
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PALIDIN Mobile App

ID Document Authentication & Facial Liveness

PALIDIN Mobile uses the camera of a mobile device to scan the front and back of a
customer's ID document. Our document authentication engine performs forensic-level
tests to ensure the authenticity of the ID and cross-checks the personal data stored in
the barcode against the printed information on the front.
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Photo is captured Optional facial match for ~ Software compares the
from ID document enhanced authentication two and gives result

v Liveness Test: Our optional facial recognition liveness test links a person to their ID
by making sure that your remote customer matches the image printed on the ID and
the data being submitted for authentication. This "liveness test" ensures a real person
is taking the selfie and can detect whether flat photos, masks, or video images were
being fraudulently used during the authentication process.
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PALIDIN

Web ID Document Authentication

PALIDIN
‘Web ID Document Authentication
Instructions:

Step1  Capture the front of the ID
Step2  Confirm the quality of the image
Step3  Capture back of the ID

Step4  Confirm the quality of the image

Step5  Capture selfie picture to confirm the
ID is yours
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Done!

The authentication process is now
complete. We will contact you if we have
any questions about your authentication

results.

Step 6  Confirm the quality of the selfie

Cancel

After customer ID is shown to be real or fake, PALIDIN Enterprise provides secure cloud
storage for future reference and insightful analytics. PALIDIN Enterprise provides quick
retrieval of ID data and images for your security team or authorities. Aggregated scans
can reveal fraud activity and trends across your business by location & date.
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